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&) Pictures i ~ Files Currently on the Disc (3)
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doc Kaspersky Tools 3/12/20 4 AM File folder
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Kaspersky Security 10 for Mobile
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&% Dropbox Updates

@ OneDrive
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I Desktop
Documents
Downloads
Music
Pictures
Videos
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KASPER§KYS KASPERSKY SECURITY CENTER 10 - IEENR

Install only Kaspersky Security Center
10 Administration Console

@

Install Kaspersky Security

Center 10
Install only Kaspersky Security Center
10 Metwork Agent
Install Kaspersky Security Center )
@ SHY {} Install management plugins
. 4 . )
I:‘D Installi0S MDM Server |'E_'| Extract installation packaes

D Install Exchange AdtiveSync
Mobile Device Server

Kaspersky Security Center 10 Administration Server - X

Kaspersky

Security Center Welcome to the Setup Wizard of Kaspersky

Security Center 10 Administration Server.

The Setup Wizard will install Kaspersky Security Center 10
Administration Server on your device. Click Next to continue
installation. Click Cancel to exit the Setup Wizard.
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Kaspersky Secunty Center Administration

EASPERSKY LAB END USER LICENSE AGREEMENT

IMPORETANT LEGAL NOTICE TO ALL USERS: CAREFULLY READ THE
FOLLOWING LEGAL AGEEEMENT BEFORE YOU START USING THE
SOFTWARE.

BY CLICKING THE ACCEPT BUTTON IN THE LICENSE AGEREEMENT
WINDOW OR BY ENTERING COREESPONDING SYMBOL(-8) YOU CONSENT
TO EE BOUND BY THE TEEMS AND CONDITIONS OF THIS AGREEMENT.
SUCH ACTION IS A SYMBOL OF YOUR SIGNATURE AND YOU ARE
CONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO THIS
AGRFEMENT AND AGERFE THAT THIS AGREEMENT IS ENFORCEABLE
TIKF ANY WRITTFN NFCOTTATEN AGRFEFMENT STENFD BY VOIT TFE VOIT

[¥ 1 accept the terms of the License Agreement.

-

2011 Kaspersky Lab 240, All Rights Reserved,

< Back | Mext = I Cancel

Ao delol CUSTOM & g0 @ |, coas Sldos

Select the installation type that is most suitable for your company. You can install
Administration Server with mobile device support or modify its configuration later.

' Standard

" Custom

© 2017 A0 Kaspersky Lab, all Rights Reserved,

<Back | Next> | cancel |
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Kaspersky Security Center 10 Administration Server

Custom Setup
Eelectﬂ'lem'rpmlmﬁ

Bl [+*] Administration Server

----- [[1Mabile device support

Administration Server manages Kaspersky Lab applications.

This component requires 150.2 MB free space on the hard disk.

Location: Browse... |

C:'Program Files (x86)\aspersky Lab\Kaspersky Security Center!,
— 2017 AQ Kaspersky Lab, all Rights Reserved,

< Back | | Mext = I Cancel I
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Kaspersky Security Center 10 Administration Server — >
-

Select the approximate number of devices that you intend to manage. This
information will be used to configure Kaspersky Security Center 10 properly. You will
be able to modify these settings later.

¢ Fewer than 100 networked devices

™ From 100 to 1,000 networked devices
" From 1,000 to 5,000 networked devices
™ More than 5,000 networked devices

2017 & Kaspersky: Lab, All Rights Reserved,

< Back Mext = Cancel
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Assign a logon account to Administration Server service. The account must obtain
administrator permissions to edit Administration Server database.

(¥ KL-AK-8A79ABSDBEBDA4
" User account

Account: I

Password; |

Confirm password: I

—©) 2011 Kaspersky Lab ZAO, All Rights Reserved,

Kaspersky Security Center 10 Administration Server = 1 X

Select the type of database server to which you want to connect Administration
Server. A database will be created for the selected DBMS at further steps of the

' Microsoft SQL Server
" MysqQL

- © 2017 A0 Kaspersky Lab, All Rights Reserved,

< Back

Next > concel |

ooliztanl | S yaanS” Slpiiin ausS aseine |, SECUTILY Center soliiul (gl s 5,50 00ls oL g55 sl Loty al> po 0l 50

sk e Microsoft SQL Server ;|
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Kaspersky Security Center 10 Administration Server
T

Select the device with SQL Server installed and specify the name of the SQL Server
database.

' Install Microsoft SQL Server 2014 Express SP1 (Recommended)

" Choose existing
SQL Server name: I Browse... I
Database name: IKAV

- © 2017 AO Kaspersky Lab. all Rights Reserved.

<ack  [[ next> | coancel

Windows Authentication s au ;5 auas ojl>! .asS asiw |, SQL Server 4 Jlasl s sy coond opl 5

wiley 8L Sl el Mode

bﬁspersky Security Center 10 Administration Server — X
SQL

Choose the authentication mode you want to use to connect to Microsaft SQL Server. If
you select SQL Server Authentication, enter the account and confirm the password.

% Microsoft Windows Authentication Mode

" sQL Server Authentication Mode

Accounk: |
Password: |
Confirm passward; I

— 2017 AD Kaspersky Lab. All Rights Reserved,

Check connection < Back | Mext = I Cancel

8 www.iedco.ir (leDCo.) plilp) Gxigy I Cyla3 Clesd (H)yTmS a5y




()IeDCo. Kaspersky Security Center <¢ g g wudd

ol o osle sl KLshare by w00 o )18 JaudS a0 (2,8 o Ojgo 4 ddgy (plailS e colaiul

D9y (G Al o g AW (6t 0B Ceound

Kaspersky Security Center 10 Administration Server - x
[

Shared folders store installation packages and updates for Kaspersky Lab
applications. Create a new shared folder or select an existing one.

* Create a shared folder
Folder:

| C:\Program Files (x86)Waspersky Lab\Kaspersky Security Center! Browse... |

Shared folder name: I KLSHARE

' Select existing shared folder

j Browse. .. |

= © 2017 AD kaspersky Lab, All Rights Reserved,

< Badck | Mext = I Cancel |

el (SSL) el olF 5 oSy a8 wisly 213000 JLs!

Kaspersky Security Center 10 Administration Server - X
— .

Enter the Administration Server ports. Port numbers must be within the range of 1

t0 65535.
Port number: | 14000
SSL port number: | 13000

E © 2017 AC Kaspersky Lab, All Rights Reserved.

< Back I Next > I Cancel
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Kaspersky Security Center 10 Administration Server — >
Administration Server address
Spedfy Administration Server address,

Set the Administration Server address to one of the following options:

a. DMS name. Used if a DMS server is present and devices can get the
Administration Server address from it.

b. MetBI0S name. Used if devices can get the Administration Server address
through MetBIOS, or if a WINS server is present in the netwark.

fe- IP address. Used only if the Administration Server has a static IP address which
will not be changed in the future.

Administration Server address:

Marjan-203,IEDCO.LOCAL j

< Back ‘ Mext = | Cancel
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Kaspersky Security Center 10 Administration Server - x
| <l

List of plug-ins:

- [[] Consale Plug-in of Kaspersky Security 8.0 for Linux Mail Server ~
- [[] Kaspersky Anti-Virus 6.0 for Windows Warkstations MP4 Consale Plug-in

- [] Kaspersky Anti-Virus 8.0 MP1/MP2 for Linux File Server Consale Plug-in

- [[] Kaspersky Anti-Virus 8.0 for Windows Servers Enterprise Edition

- [[] Kaspersky Embedded Systems Security

- [[] Kaspersky Embedded Systems Security 1.1 MR1

- [[] Kaspersky Endpaint Security 10 Service Pack 1 Maintenance Release 2 for Windows

- [[] Kaspersky Endpaint Security 10 Service Pack 1 for Mac

- [_] Kaspersky Endpaint Security 10 Service Pack 1 for Windows Consale Plug-n

- [wl Kaspersky Endpoint Security 10 Service Pack 2 for Windows Administration Plugin
< >

B 2017 A0 Kaspersky Lab, all Rights Reserved,

< Back | Mext = I Cancel

D9 £9,5 cuas b agles SIS INSTAll 455 (55, 0 aalsl o

{aspersky Security Center 10 Administration Server
_ :

Click Install to begin the installation. Click Back to review or change any of your

installation settings. Click Cancel to exit the wizard.

- © 2017 AO Kaspersky Lab, All Rights Reserved,

T T e
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Kaspersky Security Center 10 Administration Server — x

F.HSFZIEI‘TSH}I' The Setup Wizard of Kaspersky Security
Security Center Center 10 Administration Server has
completed.

Kaspersky Security Center 10 Administration Server has
been successfully installed.

Click Finish to complete the Setup Wizard.

< Back | | Finish I Cancel
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Quick Start Wizard
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s

Administration Server Quick Start Wizard

Welcome to the "MARJAN-203" Administration Server
Quick Start Wizard.

This Wizard performs initial configuration of Administration Server and downloads updates. It also
helps you to activate Kaspersky Security Center 10, as well as configure delivery of notifications by
email and define the proxy server settings.

Cancel

Qug e dw dl> e 0 b asles ol |, Activate application later a3 o al> o o

X

&« Administration Server Quick Start Wizard

Select application activation method

Activate application with activation code

Click this button to activate the application with an activation code. The activation
code is provided by Kaspersky Lab upon purchasing a license.

Activate application with key file

Click this button to activate the application with a key file. The key file is provided
by Kaspersky Lab upon purchasing a license.

Activate application later

Click this button to skip the application activation step in the Quick Start Wizard.
You can activate the application later in Administration Console by dicking the Add
¥, Key button in the workspace of the Kaspersky Lab Software Licenses folder,

Cancel
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Administration Server Quick Start Wizard

Proxy server settings to access the Internet

|:| Use proxy server

31238 =

Bypass proxy server for local addresses

Proxcy server authorization

5 awles ol 1, 1 do not accept to participate in kaspersky security network a3 -l by anles ssliul 3l

a9y G A e 4

<« Administration Server Quick Start Wizard

Kaspersky Security Network

Kaspersky Security Metwork (KSM) is a doud database with constantly and rapidly updated information
about the reputation of files, web resources, and software. Use of Kaspersky Security Metwork
ensures faster responses to new threats, improves the performance of protection components, and
reduces the likelihood of false positives.

Kaspersky Security Metwork Statement — Kaspersky Security Center 10 ~
A, INTRODUCTION

Please read this document thoroughly. It provides important information that you should be
acquainted with before continuing to use our services or software. We reserve the right to modify
this Statement at any time by making changes to this page.

AQ Kaspersky Lab (further Kaspersky Lab) has created this Statement in order to inform and

disclose its data gathering and dissemination practices for Kaspersky Security Center 10 (further
Software].

Kaspersky Lab has a strong commitment to providing superior service to all of our customers and o

(_) 1 agree to participate in Kaspersky Security Network

()1 do not agree to participate in Kaspersky Security Metwork
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=
- Administration Server Quick Start Wizard
Configure the method of email notification sending
Recipients (email addresses):
[ |
SMTP servers: | |
SMTP server port: 25 :
[J use ESMTP authorization
Send test message

s o L

Do bL @ cend ol Update 5 Virus Scan s 5liLs o,9e sla Policyy Task oo aslo 5l o

Administration Server Cuick Start Wizard

J You have successfully completed the Quick Start Wizard.

[ Run Protection Deployment Wizard
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A Server

V. Kaspersky Security Center 10 - [m] >
File Action View Help

&= 7 E B &

V. Kaspersky Security Center 10
v [ Administration Server MARJIAN-  Administration Server MARJAN-203 = Advanced
L] Managed devices

£ Device selections Advanced
L1 Unassigned devices
= Policies ~
Tasks ¥ Unassigned devices Move to Advanced folder
v BB Advanced
4 Useraccounts List of unassigned devices and detection statistics.

1 Application managemer,
B Remote installation

Q, Metwork poll

B Repositories

*| Go to Unassigned devices folder

¥ User accounts Move from Advanced folder

This list displays information about user accounts in the network. To populate the list, Administration Server collects data from different sources (Active Directory,
domain controllers, etc.).

*| Go to User accounts folder

¥ Application management Move from Advanced folder

Inventory, startup management, applications updating, and vulnerability scan on networked devices.

»| Go to Application Management folder

¥ Remote installation Move from Advanced folder
Remote installation of applications. LY
. . Hep v KASPERYKYS

Managed devices:

25 0 3o B ogF ded sz lo ui 09,8 sl Syge p0 5 WS e 58 095 o0l ;o Network Agent o
NS o )8 09,5 (nl 5 Asgerme
sl 5 gz ol 965 Cead oy

Devices:

N> FgelS 0,8 Lol sl gl oo 00l Lioles Managed devices og,35 1o s9>ge slo yigusls Coomd (ol 4o
L1, 5k 0,90 slo e Unassigned Devices cos Jsbs 5L awss ol |, Add Devices oly oo

DS Jae Has 5590 09,5 4 wge
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Policies:

oS oo ool L5 ol 5l e Client 4 s Server g1, policy wlas ey

Tasks:

s Server i, Task sl cu> 5 <wl Find vulnerabilities 5 Virus Scan 4 Update sls Task L.l
@ S35 o ,l,8 5 Security Center 4 by o sl TaSK cund opl 10 oS oo ooliiwl 5 ol 5l Client 4
Colw 3l Sl 59, 4 la b b, cq> Download updates the repository sls Task Jols Jgoxs <90
Security wledas oles 5l lasio o aus 4 <> Back up Administration Server data S oS
oa it pl 5o e dblas uels sle 4 ogeatte daid 45 Giges; cual glo Seus e il o CeNter
S 58 e g SBTEINGS i o Download updates to the repository s Jsls ,o b connd cpl o

a3 1,5 MaSter SEIVer a8 g5, 5 1y (w5 cond (S S 350 Sy 5 Update Source

Computer Selection:

Aales saaline ISy asjlo 1y le o)l G as olo cadS 5l algiee idu ol o

W Kaspersky Security Center 10 - X
Eile  Action View Help

e 2m 6

V. Kaspersky Security Center 10
wv [E Administration Server DESKTOP-JBBPADS Administration Server DESKTOP-JBBPADS > Computer selections
] Managed computers .
=) Gomrimea i Computer selections
1 Unassigned devices Use computer selections to sort out computers with specific properties and run actions on them, such as create a task for the computers.
= Policies
Tasks
28 Advanced Computers in this selection Computers with the "Critical” status = *
Selection properties Perform actio Advanced ¥ Add/Remove columns Refresh
~
MName Type of operati.. Dom.. Agentinstalled  Agentrunning Real-timefiles.. Connectingto.. Lastupdate Status Status description
I DESKTOP-JBBPADS Microsoft.. WOR.. f Yes W Yes o No 1 minute ago 6 minutes ago o Critical/Las... Kaspersky Anti-Virusis not ir
€ >
Help v  KAJPERJKYE

Computers: 1
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V. Kaspersky Security Center 10 - x
Eile  Action View Help
| zm bl
¥. Kaspersky Security Center 10
v [ Administration Server DESKTOP-JBBPADS Administration Server DESKTOP-JBBPADS > Computer selections
L[] Managed computers .
&1 Computer selections Computer selections
L1 Unassigned devices Use computer selections to sort g== “':‘ £ = = = b = bn el fan th. ars.
=7 Policies Preset selections
[ Tasks New computers found
25 Advanced (@I ERROEREERl]  Computers with the "Critical” status
Computers with the "Warning™ status
perl Unassigned computers with Network Agent Refresh
Update agents
Name Type Lost connection to client computer pelate Status Status description

Computers: 1

[ DESKTOP-JBBPADS

Protection is off

Kaspersky Anti-Virus is not installed
There are unprocessed objects
Many viruses detected

Databases are out of date
Not connected for a long time
Data encryption errors

Virus Scan has not been performed for a long time

Computers with "Warning™ and "Critical” statuses due to vulnerabilities

utesago @ Critical/Las.. Kaspersky Anti-Virus is not ir

melp v KAJPERSKYE

T

: Kaspersky Jgmes ;o i35 sl g

Create a report «u ;5 Report < ;o9 wwbes Sds Administration Server gy » 558! Gl

18 www.iedco.ir
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V. Kaspersky Security Center 10 - O X
File Action View Help
| 2F XE|

W. Kaspersky Security Center 10
~ [ Administration Server MARIAN|  Administration Server MARJAN-203 (IEDCO\marjan.am)
[J Managed devices
! Device selections

L7 Unsssigned devices Monitoring Statistics Reports Events Server settings
= Policies
Task: X -
| AE; : J Create a report template Configure report delivery Refresh
Ivance:

Add/Remove columns
Mame . Type Description Creat... &
=, Database usage report  Database usage report Kaspersky Lab anti-virus database usage re..  6/7/... Database usage report =
=, Errors report Errors report Report on main errors in Kaspersky Lab ap..  6/7/.. Properties
=, Hardware report Hardware report Report contains information about equipm...  6/7/... Type: Database usage report
=/ Incompatible applicat.. Incompatible applicatio.. Report on incompatible security applicatio..  &7/.. Description: Kaspersky Lab anti-virus
=/ Kaspersky Lab softwa... Kaspersky Lab software .. Report on Kaspersky Lab software versions 6/7/... database usage report
=, Key usage report Key usage report Report on status of keys on devices 67/ Created: 6/7/2017 3:28:54 PM
=, Protection deployme... Protection deployment ...  Report on network deployment of Kaspers...  6/7/...
=, Protection status report Protection status report This report contains information about the...  6/7/... HeTs
=, Report about errors in... Report about errorsin e..  Report about errors in encryption of filesa..  6/7/... | Show report

=, Report on blockage o... Report on blockage of a..  Report on blockage of access to encrypted .. 6/7/.. *| Save
=, Report on blocked runs  Report on blocked runs This report contains information about blo...  6/7/...

v

Deliver reports

=, Report on device users  Report on device users This report displays the accounts of users ... 6/7/... +| Properties

=, Report on effective us... Report on effective user..  Rights of the user specified in the report pr...  B/7/...

x| Delete

=, Report on encryption ... Report on encryption st...  This report displays the encryption statuses...  6/7/...

=, Report on file operati... Report on file operation...  File operations on removable drives B/7/...

=, Report on hardware r... Report on hardware regi... This report contains information about the...  6/7/...

=, Report on installed ap... Report oninstalled appl... Report on all installed applications B/7/...

=, Report on key usage ... Report on key usage by .. Report on statistics of the use of keys by vir..  §/7/...

=, Report on most heavi... Report on most heavily ...  Top 10 most heavily infected devices B/7/... v

o
. . Help v KASPERYKY:
Reports: 27
x

Mew repert template wizard

Defining report template name

Mame:

Cancel
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Mew report ternplate wizard

Selecting the report template type

s

@
@
@

@
E3 pe
@
@
@
@

@

@

@

[] protection status

Protection status report

Errors report

Ewvent report

Report on activity of update agents

ployment

Key usage report

Kaspersky Lab software version report
Incompatible applications report
Protection deployment repart

Report on key usage by virtual Server

E Update

Database usage report

@ Report on versions of Kaspersky Lab software module updates
[T} statistics of threats

Viruses report

@ Report on most heavily infected devices

Metwark attack report

Cancel
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« Mew report termplate wizard

Selecting reporting period

() From starting date to ending date:

Starting date: 1f 1/2017

Ending date: 6/11/2017

i) From starting date to the report creation date:

Starting date: 1/ 12017

(®) Specified number of days before the report creation date:

Mumber of days: 30 =

Cancel
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*

< Mew report ternplate wizard

Select report type

You can generate a report for an arbitrary set of devices, for a selection of devices, or for all
devices in any administration group.

Report type:
@I want to create a report for a group
()1 want to create a report for spedfic devices

()1 want to create a report for a selection of devices

Cancel
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<« Mew report termplate wizard

Select group

Target group for report:

Browse...
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X
< Mew report template wizard
Creating a report template on the Administration Server
Click the Finish button to create "Wew report”™ and complete the Wizard.
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Manitoring Statistics RHeports

Events

Create a report template Configure report delivery

Add/Remove columns

Mame a Type Descriptin ™
=, Database usage report Database usage report Kaspersk
=, Errors report Errors report Report o
=, Hardware report Hardware report Report cc
=, Incompatible applications report Incompatible applicatio..  Report or
=, Kaspersky Lab software version report Kaspersky Lab software ... Report ot
=, Key usage report Key usage report Report or
=, Mew report Metwork attack report Report cc
=, Network attack report Metwork attack report Report ct
=, Protection deployment report Protection deployment ... Report or
=, Protection status report Protection status report This repo
=, Report about errors in encryption of files and folders Report about errors in e, Report at
=, Report on blockage of access to encrypted files Report on blockage of a..  Report or
=, Report on blocked runs Report on blocked runs This repo
=, Report on device users Report on device users This repo
=, Report on effective user permissions Report on effective user...  Rights of
=, Report on encryption status of data storage drives Report on encryption st...  This repo
=, Report on file operations on removable drives Report on file operation...  File cper:
=, Report on hardware registry Report on hardware regi...  This repo
= Dt mm imrballod cmelieabinm- Dmimmrd mem dmrdballadd cmel Dmvmmed e M
£ >
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Advanced:

51 ol ole B wonds e gl asli s 0 aalive CAIEGOTY yisles chiile ol Caonad ppiir holis iy oy
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Application categories:

A J31s Glo i (53, 00 cuas slo APPlICALION (gq, ki slo (ot awd aly oo Lo idu ool jo

Policy e jo .aib (o oyl 5 4 @application ;1 soloss cw iws poe b (owyiws Jolis la colils ol cuas ploxl

Rl 00 o8 i Oyge 4 oS solinl e Category .l 5l aulys e Start of application control s ;o

DS Jos gy Jole @lae CAEYOY G iy po5 g ol o0t iy ya5 L3 51 Category e cood

¥ Kaspersky Security Center 10
File Action View Help

o5 rH 6| H=

¥. Kaspersky Security Center 10
v [ Administration Server DESKTOP-JBBPADS
[ Managed computers
' Computer selections
L1 Unassigned devices
=/ Palicies
[ Tasks
v B8 Advanced
L Useraccounts
v [ Application management
- Application categories
+ Applications registry
+ Executable files
- Software vulnerabilities
+ Software updates
+ Kaspersky Lab licenses
1 Remote installation
Q, Metwork poll
B Repositories

Application categories: 0

=S s Create a category a5 sy, , lol

Administration Server DESKTOP-JBBPADS > Advanced > Application management > Application categories

Application categories

Categorizing applications allows you to enhance applications start management.

Create a category... Import Refresh

No categories found

a
Add/Remove columns )

Name Description Inherited Updated

pelpv  KAJPER§ICYS
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Conditions

Condition criterion Condition value

E Add.... | M i | Properties |

s o led 4y |y oISl O.llAdd 6 450 LS oigd 3 cand Wl SIS Add aess S9y y omAppIication oo, adlsl cys
liling) g S oo S 0igd 5b Canad (59, 2 Jlie ol yoansS Ol ] Ll 5540 CALEYOTY o e @pplication (s ,5 4élol g 0gus b
ol 1) 095 a5 5,00 EXECULADIE file sgs o 5L aS gl o, ,0 9 miS 0 udas From the executable files list Lol 5 1,

JPUEL SN

Conditions

Condition criterion Condition value

From applications registry...
From the executable files list

From file properties

Metadata from files in folder
Folder files MD5 hash

MSL installer files metadata
MD5 hash of MSI installer files

KL category

Application folder

Device type
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157 Select application: - SR

28 |

File name

5 sctasks.exe

3 SearchFiterHost.exe
& SearchIndexer.exe
3 searchProtocolHost.exe
5 services.exe

IS SHELL32.0LL

= smss.exe

S spoclsv.exe

= SQLBROWSER.EXE
& SQLSERVR.EXE

= SQLSERVR.EXE

& SQLWRITER.EXE
= svchost.exe

5 taskeng.exe

= taskhost.exe

& TeamvViewer . exe

= TrustedInstaller.exe
=1111008

= updater EXE

& vmnat.exe

T vmnetdhcp.exe

YT B R

File version

6.1.7601,17514 {win7sp1...
7.00, 7601, 17610 (win7sp. ..
7.00.7601. 17610 (win7sp. ..
7.00,7601. 17610 (win7sp. .
6.1.7600., 16385 {win7_rt...
6.1,7601,17514 {win7sp1...
6.1.7600., 16385 {win7_rt...
6.1,7601,17514 {win7sp1...
2007.0100.2531.00 ({Kat...

2005.090.5000.00

2007.0100.2531.00 ({Kat...
2007.0100. 1600,022 (5. ..

6.1.7600, 16385 {win7_rt...
6.1,7601,17514 {win7sp1...
6.1.7601, 17514 {win7sp1...

6.0.11656.0

6.1.7601. 17514 {(win7spl...

2.0.2786.0
7.0.0 build-203739
7.0.0 build-203732

AR LY

|

Application name

Microsoft® Windows® Opera
Windows® Search
Windows® Search
Windows® Search
Microsoft® Windows® Opera
Microsoft® Windows® Opera
Microsoft® Windows® Opera
Microsoft® Windows® Opera
Microsoft SQL Server
Microsoft SQL Server
Microsoft SQL Server
Microsoft SQL Server
Microsoft® Windows® Opera

Microsoft® Windows® Opera| =

Microsoft® Windows® Opera
TeamViewer
Microsoft® Windows® Opera

Kaspersky Security Center
VMware Warkstation
VWMware Waorkstation

[T R T Y T B T

~ Create User Category Wizar

Conditions

Condition criterion

Condition value

U10038.exe () : B2ZD30EDOSEVA230B 106254665
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Exclusions

Condition criterion Condition value

| - i [ Properties

Creating user category

Click the Finish button to create "dient category™ and complete the Wizard.
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Application registry:

Application ¢ ads asly o (4Sd 10 39390 Slo piwaw (53, » NEIWOTK AQENt o429 b 1o 40) cond ol 4o

Vi Kaspersky Security Center 10 - X
File Action View Help

e nFE 6 HE

Ve Kaspersky Security Center 10
~ [ Administration Server DESKTOP-JBBPADS Administration Server DESKTOP-JBBPADS = Advanced = Application management > Applications registry
Managed computers L a
.?' Cumpgutir selestiuns Applications registry
L1 Unassigned devices Categorizing applications allows you to enhance applications start management. Properties
= Pelicies
[ Tasks
Advanced Report an installed applications Refresh
L Useraccounts
~ [ Application management
- Application categories
e addtenors o a
Software vulnerabilities -~
Software updates Name Version Manufacturer Mum... Comments Technical
Kaspersky Lab licenses = Plug-in for management of mobile i0S devices 10.3.407.0 AQ Kaspersky Lab 1
3 Remote installation = Plug-in for Exchange ActiveSync 10.3.407.0 AQ Kaspersky Lab 1
Q, Network poll Oracle VM VirtualBox Guest Additions 5.1.22 51.22.0 Oracle Carporation 1
B Repositeries = Microsoft SQL Server VSS Writer 10.52.4000.0 Microsoft Corporation 1 hitp://g0
icrosoft SQL Server Browser 10.52.4000.0 Microsoft Corporation 1 hitp://g0
Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 Microsoft Corporation 1 hitp://g0
= Microsoft SQL Server 2008 R2 Setup (English) 10.52.4000.0 Microsoft Corporation 1 hitp://g0
Microsoft SQL Server 2008 R2 Native Client 10.52.4000.0 Microsoft Corporation 1 hitp://g0
= Microsoft SQL Server 2008 R2 Microsoft Corporation 1 hitp://g0
Microsoft OneDrive 17.3.6816.0313  Microsoft Corporation 1 hitp://g0
= Kaspersky Security Center 10 Administration Server 10.3.407 AQ Kaspersky Lab 1 hitp://sup
< >
Help v KAJPER§KY#

Applications in database: 11

30 www.iedco.ir (leDCo.) plilp! gyl C)lal Cilessd (H)wS G5yl



iIeDCo. Kaspersky Security Center < pow g wuad

Executable Files:

S5 o 02l igled 218 3925 4 S35 (gl piaas (55) 2 45 212 sl B JpuS 5l Bl o

¥a Kaspersky Security Center 10 - X
File Action View Help

s E 6

W Kaspersky Security Center 10
~ [ Administration Server DESKTOP-JBEPADS Administration Server DESKTOP-JBBPADS > Advanced > Application management > Executable files
[ Managed computers A
& Computer selections Executable files
i Unassigned devices The list presents detailed information about executable files found on managed computers,
= Policies

[ Tesks

28 Advanced Report on blocked application runs Refresh
X Useraccounts

~ [ Application management
- Application categories
- hpplications registry
Executable files
Software vulnerabilities
Software updates
Kaspersky Lab licenses
B Remote installation
Q, Network poll
B Repositories

v

9

Number of blocked runs

AddRemove columns Qa

File name File version Application name Application version Manufacturer Trust level

Help v KAJPERJKYS

Executable files: 0

Software vulnerabilities:

) aSeds S (glo w59, 2 00l el sl 581 o 550 0uls lulids (slo (6 0y ] JguS 5 a3 (]

F. Kaspersky Security Center 10 - x
File Actien View Help
e 2| 6l
¥, Kaspersky Security Center 10
~ [ Administration Server DESKTOP-JEBPADS Administration Server DESKTOP-JBBPADS > Advanced > Application management > Software vulnerabilities
[J Managed computers o
& Computer selections Software vulnerabilities
L1 Unassigned devices The list displays detalled information about vulnerabilities found in the software on managed computers.
= Policies
Tasks

~ B8 Advanced Vulnerabilities report Refresh

L Useraccounts
w [ Application management
Application categories

Distribution of vulnerability levels:
ecords selected: 0 i

Computers with critical level vulnerabilities:
Computers with high risk level vulnerabilities: 0
Computers with medium level vulnerabilities: 0
Computers without detected vulnerabilities: 1

Applications registry
Executable files
Software vulnerabilities
Software updates
Kaspersky Lab licenses

B Remote installation

Q_ Network poll

H Repositories

Add/Remove columns Q

Name Severitylevel  Show... Source Web address Manufacturer Application family Application

Hep v KAJPER§KYE

Vulnerabilities: 0
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Kaspersky Lab licenses:

V. Kaspersky Security Center 10
Eile Action Miew Help

e | 2nF cl mE

¥ Kaspersky Security Center 10
~ [ Administration Server DESKTOP-JBBPADS
L[] Managed computers
&' Computer selections
L1 Unassigned devices
= Policies
3 Tasks
~ B2 Advanced
A Useraccounts
v [ Application management
- Application categories
- Applications registry
- Executable files
- Software vulnerabilities
- Software updates
- Kaspersky Lab licenses
L1 Remote installation
Q, Metwerk poll
H Repositories

2,5 3 b Gl s, Sbegl & jgo 4y iy

Administration Server DESKTOP-JBBPADS > Advanced > Application management > Kaspersky Lab licenses

Kaspersky Lab licenses
Keys in storage.

Add key Deploy key to managed computers Additional actions ¥

Add/Remove columns

Key License type Restriction License term (da.. End date of key .. License expiratio.. Application

Refresh

Active on

Help v KASPERIKYS

Keys: 0
A0S (S92 ) Ao ol bl e gasles SJsAdd key 43S (69, el b Y 0,8 aslal gl
Sl SIS Activate application with key file
Add Key Wizard
Select application activation method
Activate application with activation code
Click this button to activate the application with an activation code. The activation
code is provided by Kaspersky Lab upon purchasing a license.
[ =
Activate application with key file
Click this button to activate the application with a key file. The key file is provided
by Kaspersky Lab upon purchasing a license.,
-
Cancel
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ol sy e |, Automatically deploy key a3 s g auss BIOWSE 1) 055 uivsY b1 asm al> o )0 G

A2 alodl i b g0 o gl ) S

=

<« Add Key Wizard

Selecting a key

Specify key file:

| | Select...

[ automatically deploy key to managed computers

Mext Cancel

<« Add Key Wizard

Selecting a key

Specify key file:

| C:\Wsershtest\Desktop\53EF22 1B . key Select...

[liautomatically deploy key to managed computers:

Mext Cancel
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Remote installation:

28 S IR o az g (S S slo 53 05 az) (13 0 455 2 a sl :INStallation packages
s 4 by e slo PACKAgE il g il cond opl jo 1580 5 )T 4y by e Package wub lal ()] ;)
4 3l 5 358 oo AL B8 iy S g 4 SECUIILY CENtEr JouiS coai b (S S sl 531 0 5
il oei b T o bgs sl

Stand-alone s 4 cums mSo SO Cond opl ;0 09390 wapg (5] zSe 5l b lal s oS (69, o (sl

435 S9, p g 9SS el Kaspersky Endpoint Security = s, » 25 pgas lae lol .o jle

2wl s Create stand-alone installation package

V. Kaspersky Security Center 10

- X
File Action View Help
= a0 E6E dml &
¥. Kaspersky Security Center 10
~ [ Administration Server DESKTOP-JBBPADS Administration Server DESKTOP-JBBPADS > Advanced > Remote installation > Installation packages
[J Managed computers .
& Computer selections Installation packages
L Unassigned devices Installation packages are used for remote deployment. Properties
=7 Policies
Tasks
v B& Advanced Create installation package View the list of stand-alone packages Additional actions Refresh
A Useraccounts
w [O1 Application management Add/Remove columns
+ Application categories N ~ Aoplicati Versi b L
. : ame pplication ‘ersion number  Language .
Applications registry - Kaspersky Endpoint Security 10 for
+ Executable files Kaspersky Endpoint Security 10 for Windows (10.3.0.6294) Install application en Windows (10 3.0 6294)
- Software vulnerabilities ™ Kaspersky Security Center Network Agent (10.4.343) - en T
Create stand-alone installation package
- Software updates - Properties
- Kaspersky Lab licenses Show the list of stand-alone packages Application: Kaspersky Endpoint
~ Bl Remote installation Security 10 Service Pack
Group by column >
- Installaticn packages é anﬁlr\lfi?nn;gl;i Release
Metwork poll Delets
(:E?‘ R D; e e Version: 10.2.5.3201
epositories Export list.. Size: 310690 KB
Properties Actions
*| Install application
*| Create stand-alone installation package
*| Show installation package properties window
x| Delete installation package
< >
belp v KASPER§KY2
Installation packages: 2
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Qg S Al e 4 g dwled Sl Network Agent TS0 A Ao )0 g

35

pd

« Stand-alone Installation Package Creation Wizard

Selecting Network Agent installation package for combined installation

[lInstall Network Agent along with this application:

Mame

: Kaspersky Security Center Network Agent (10.4.343)

Cance

gy o al> e 5 ABal (6, o al> e (o

< Stand-alone Installation Package Creation Wizard

Moving to the list of managed computers

Select the group to which computers will be moved after installation:

O Do not mowve computers

(® Move unassigned computers to the group:

| Managed computers Select...

www.iedco.ir
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\\Kaspersky server IP\KLshare\pkginst\

Stand-alone Installation Package Creation Wizard

Preparing executable module

Creating the stand-alone installation package...

e | (o]

Stand-alone Installation Package Creation Wizard

J Stand-alone Installation Package Creation Wizard completed successfully.

El'Dpen the list of stand-alone packages:
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Network Poll:

IP Subnet ; Active Directory ; Domain calizes icu 4w j0 p5 pgad slhe duilyie lad Cond ol 4o

V. Kaspersky Security Center 10
File Action View Help

e nmE|

V. Kaspersky Security Center 10

L Managed computers
&' Computer selections
L1 Unassigned devices
= Policies
Tasks
~ 28 Advanced
AL Useraccounts
w [ Application management
- Application categories
+  Applications registry
- Executable files
- Software vulnerabilities
- Software updates
- Kaspersky Lab licenses
L1 Remote installation
~ Q, Network poll
v - Domains
- WORKGROUP
+ Active Directory
+ IP subnets
B Repositories

~ [ Administration Server DESKTOP-JBBPADS

s sl Managed devices sl 4l b )] g oS Slolis 1) aSes 3l sla giinaw

Administration Server DESKTOP-JBBPADS > Advanced > Network poll

Network poll

Unassigned computers discoverad in the network. Properties
Windows network polling 2
Searching for computers in the Windows network.

+| View discovered computers

»| Edit polling settings
Poll now

Active Directory polling
Discavers computers in the Active Directory.

»| View discovered computers

*| Edit polling settings
Poll now

IP subnets polling
Discovers computers in the specified IP subnets.

*| View discovered computers
*| Edit polling settings
Poll now

Actions

w
+| Configure rules of computer allocation to administration groups

velp v KASPERSKY#

Pl a2l ) s Jeld 093 Cand oyl
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S g 59 4 b9 g0 s Policy

39 cn ooliiwl Lo ld w59 (bli> g (600,15 Slaslais Cp> 40 pges y5b 4 POlICY

Slia! Ol sy g olewdas cy> W Workstation o Server !, Policy <, Managed computer s asls ;o
s Codgazme Jlosl ized 5 wgng (Sl 69y 2 ole Cand (50,5 Jlb it 5 S L e pis (55, 2 o929 S5
218 0929 oy I g wgny (5, 2

by, Policies cuns s POlICY G 05,5 1o il il oo 35590 sl 09,5 Jlo PONICY iy a5 (6l )6 L5
D9 (g 09,5 ol &

&5 Managed computer c...s ;s Policies sl

S9y 2 ome «gs Managed computer s Policies co o)y da qiws g9, » POlICY cloksss o cp>
a0 b yo Sloats coled Caond opl 5o oS Ol |, Properties s 4w 35 5 asles SIS ol Protection policy

e 5 |y sl adls o 5La elasl a8 0500 418 g g
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J98 (59) 2 005 Sl LSe b a0 Sgzrge 8 Sy Caond jo LS 0 (izren S Jled 58 b b b s
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Application startup control

atie duilg oo Ceond pl jo LedasS o JyuS 1) oSl 3 sl Application ;lat of, Component
QS 1l o aslgs polkdl ax b g ansl axsls o >l 6 ojlal cobkil 4> lwg ol Application a> aus
10 45 asS sl Category G Applications and vulnerabilities ;s wb lol jo bud ol ) sl 6l
Category Add acss 05 b Lais colld 5l ool gl (pmn. el 00 o0ls JulS 9o a0 sy B (slo o

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O X
Sections Application Startup Control

A
General Application Startup Control [&
Event notification This component monitors users' attempts to start applications and controls the startup of applications by
. using rules,
Endpeint control
Application Startup Control To send application startup information to Administration Server, select the About started
applications check box in the policy properties in the Reports and Storages section under Inform
Application Privilege Control Administration Server.
Vulnerabiity Manitor Application Startup Control Settings [
Device Control Application Startup Control rules: | B Everywhere -]
Web Control P
# Add f X ) Statistical analysis
Anti-Virus protection
Status Rule name Allowed Blocked
General Protection Settings E on Allow 2l Everyone
File Anti-Virus E off % Trusted updaters Everyone
Mail Anti-Virus E off Golden Image Everyone
Web Anti-Virus
IM Anti-Virus
Firewall [] Generate test verdict for default rule
Metwork Attack Blodker Advanced Settings [m
System Watcher | TR Configure the template of the message thatis displayed when the start of an
T | application is blocked and of the complaint to the LAN administrator
Advanced Settings Y]
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Application Privilege Control

0B Candg 33,5 S il w9 05 (o0 (S S e (S3, 2 |, Application cls ¢ cuxsy Component .|
Trusted ,Untrusted, High restricted , Low restricted slag,55l o 4 o] oyols olazs! s Application
Cood 50 SEUING (59,0 ,15 cpl ly amo o AppPliCAtion ;T & oads plxil g 09,5 wlol 1) cdlad o5l
Slase p3¥ a5 xbaw ,o j0 15 095 L ae sl 58 5 o Application control Rule «:s, Application control

A asla|

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O X

Application Privilege Control

~
General Application Privilege Control [&

Event notification This component keeps track of application activities in the system and regulates the activity of

applications depending on their status,

Endpoint contral
Application Startup Control Application rules &
Application Privilege Control |m Configure application rights to access user files and application settings or to

access operating system processes and objects.
Vulnerability Monitor | Configure application rights to access various categories of operating system

Settings. .. |
eHing resources and personal data.

Device Control
Web Control Application processing rules &
Update control rules for previously unknown applications from KSN databases

Trust applications that have a digital signature

Anti-Virus protection

General Protection Settings

File Anti-Virus For unknown applications:
Mail Anti-Virus () Automatically move to group: | Low Restricted
Web Anti-Virus (®) Use heuristic analysis to define aroup
IM Anti-Virus Maximum time to define group: IE = sec
Firewall Delete rules for applications that are not started for more than IE < day(s)
Metwork Attack Blocker
System Watcher
Advanced Settings "]
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Vulnerability Monitor

BT el o 2t b 5 b5 a5 oo )5 @ g9,5 sl APPHICALION &5 Slej 05 (oo w43 cnl o Jled
Sy ool (o2 0ils Jlab 43S ol 4S5 550 30 IS gy 1, APPHICATION (1l (6235 o] (SS9 25
Managed computer J=Is 5 1, find Vulnerabilities cool oo 5L & g0 109 005 oo plol Slogil & 90 4

B " Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O *

Vulnerability Monitor

General Vulnerability Monitor
Event notification This component scans applications that are being started and running applications for vulnerabilities.
Endpaint control

napoint contro Scan on startup ﬁ

Application Startup Control [ Vulnerability Monitor

Application Privilege Control

Warning! We recommend using the product's Vulnerability Monitor functionality only when there is no
connection to Kaspersky Security Center, It is recommended to use a similar functionality of the
Metwork Agent policy when a connection to Kaspersky Security Center is established,

Wulmerability Monitor
Device Control
Web Control

Anti-Virus protection
General Protection Settings
File Anti-Virus
Mail Anti-Virus
Web Anti-Virus
IM Anti-Virus
Firewall
Metwork Attack Blocker
System Watcher

Advanced Settings Y]
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Device Control

WS o e aSd 51 sla piaaw 59, |, e RemMovable Device b aes - ojl>l Ly & COomponent ;|
Sl sl w55, |, CD\DVD-ROM L 4 Flash Memory « . ws @ ,b opl 5l auilys oo Lot Jlis y5b

B ' Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O *
(4 P p
Device Control
~
General Device Control [&
Event notification The component allows controlling the connection of removable drives,
Endpoeint contral
o Device Control Settings [
Application Startup Control
Types of devices | Connection buses | Trusted devices
Application Privilege Control f
Vulnerability Monitor
Devices Access ~
Device Control Hard drives -
‘Web Control ITI Remaovable drives k)
i kr
Anti-Virus protection (=) Printers
Fi Floppy disks [
General Protection Settings @ CD/DVD drives ™
File Anti-Virus £ Modems k)
i k)
Mail Anti-Virus I Tape devices
15 Multifunctional devices -
Web Anti-Virus LIl smart card reader (2] »7
IM Anti-Virus Allowe request for temporary access
Firewall
Advanced Settings [
Metwork Attack Blocker — Configure the templates of messages that are displayed when access is blocked to a
System Watcher | Templates... gs:.:ﬁs?rr;;sm—contents. and the template of the complaint letter to the LAN
Advanced Settings (¥

as aisb sDepend On bus « ACCESS cand 1o 6,5 i & g0 4 9 00,5 SIS Removable drives s,
S axie READ \Write o jiws )5 0,5 8lol b g s
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Web Control

lp 1y el slo ol Og a5 e yiws o] Goyb 56 ams o et 0 1) 156l ol COmponent |
A8 o paw « URL ol 5 Ly (video, sound,.... Jie yeb 4 )osls g4 ulel » L 9 Content

B Properties: Kaspersky Endpeint Security 10 Service Pack 1 Maintenance Release 2 for Windows O *
Sections Web Control

General 2 Web Control [&
Event notification The component allows controlling access to web resources depending on their content and location,
Endpoint control Web Contral Settings &
Application Startup Contral Access rules sorted by priority: | 2 Everywhere '|
Application Privilege Control db add 2 X ¢ 4
Vulnerability Monitor Status Rule name Users Action
Device Control E on Scripts and Stylesheets v
Web Control EOn Default rule v

Anti-Virus protection
General Protection Settings
File Anti-Virus
Mail Anti-Virus

Web Anti-Virus

IM Anti-Virus
Firewall
Metwork Attack Blocker Advanced Settings [
. — Configure templates of the messages that are shown when unwanted web pages or
System Watcher Templates... | websites are visited, and the template of the complaint letter to the LAN
) — administrator.
Advanced Settings ¥

S sl Colw aly oo lgime ol 5 0sS o calie a5 ghailen filter Content cud ;s 00,5 SUSAA 435 (59,
To cJl-apply to address cad o aols s |, cols cole Loyl walgbe a5 Sie 50 . awles xld 1) o6 L
S L eg,S slp 4 Shge yodmles oo 8ylg 1y ol diges asile g 0y o |, A auSs 3 Ll 1individual address

Swles oot 1, Block L Allow cools wilgs o Specify User and Group cuaad joaums plol 1) S ild ool auslyses ol
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Mame:

Filter content:

|I31||I content categories and types of data e |

[] violence

|:| Gamfy
[ inte

|

Content categories Ll
[1 adult content
[] software, audio, video
[1 alcohal, tobacco, narcotics

[ Profanity, cbscenity
[] weapons, explosives, pyrotechnics

[ videa

[ sound

[] office files

[] Executable files
[ archives

[ Graphic files

Address | Address mask

Types of data

=4 Add ™

i Edit

Example: *kaspersky.com

K Delete

[ specify users and / or groups:

| Select... |
Action: |Al|ow A |
Rule schedule: |Alwa\rs ~ | | Settings |
General Protection Setting
| Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O s
General Protection Settings
General &
[& - General Settings
Event notification
Launch Kaspersky Endpoint Security 10 for Windows at computer startup
Endpeint control
po [ Enable Advanced Disinfection technology
Application Startup Control .
[& — Objects for detection
Application Privilege Control
. . Detection of the following object types is enabled:
Vulnerability Monitor
- Viruses, worms, Trojans, and malicious tools Settings...
Device Control - Adware and auto-dialers
Web Control - Packed files that may cause harm, and multi-packed files
Anti-Virus protection [& — Exclusions and trusted zone
General Protection Settings Scan exdusions: 308 (total 308) | Settings... |
File Anti-Virus Trusted applications: 14 (total 14)
Mail Anti-Virus [& — Monitored ports
Web Anti-Virus () Monitor all network ports |m|
IM Anti-Virus (®) Manitor only selected ports e
Firewall
Network Attack Blocker
System Watcher
Advanced Settings ]
Help oK | | Cancel | | Apply
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Exclusions and trusted ca.d ,o a5 cul ol 0,135 oo e Lzl 0 COMponent 1 a5 ool oGl
S35 2 oaps S el Component 4> a5 o Exclude 1, Folder < L Application < ailgs . ZONe

(0l Jlb e T 55y 52 osrs o1 seCOMPONENt sl i b g)aisls Jlub o

5 oS a4 Gl caad jl o oS 0 IS Al o a5 (50580 p 5 Jlie Heb ab aS0gd oo eolatul Sloy (Shg cnl )
Ol o 058 rge 509 i8S ] (gla Collad (5o (ol (5578 4 b S S LLh ug g Glyie 4 L 5 9IS

D oo oolazw! L;)JS ol 5l g =) aSll yugpg lae 4 8l 00 SO sl Crack as 63)l90 40 paioren.aSS

g Trusted application s o,ly e woles SIS SBHING (o9, oo ol oulis Cap>

QS5 T g9, 2 mers 51 sle Component s b oss Add 1 application < wsly oo ceond ol

oS o0 o,lg Application rules cad jo 1, 15 0 90 s Jb ol 501 51y

[f Trusted zone

Sean exdusions  Trusted applications

Kaspersky Endpoint Security 10 for Windows does not control activities of trusted applications. For each
application added to the list of trusted applications, you can specify the types of activities to exdude from
control.

a9 Add 7 Edit 3 Delete

Application Path
svchost.exe BeSystemR oot \system32\svchost.exe
osk.exe BeSystemR oot \system32\osk. exe
r_SErver.exg %wProgramFiles % \Radmin'y _server.exe

r_SErver.exg %ProgramFiles(x86) % \Radmin'y_server.exe
WINVMNC.EXE %uProgramFiles 3 \JLTRAVNC WWINVMC EXE

WINVIC EXE %eProgramFiles(xa6) % WL TRAVNCWWINVNG EXE
[_SErver.exe %eSystemRootte\system 32y _server.exe
F_SErver.exe BowinDir 36 \SysWOWE4Y _server.exe

awhost32.exe YwProgramFiles%:\symantecipcAnywhere\awhost32...
awhost32.exe YwProgramFiles(x86) %\symantec\pcanywheretawh. ..
th2pro.exe YuProgramFiles % Timbuktu Pralth 2pro.exe
th2pro.exe SaProgramFiles(x86) % \Timbuktu Pro'tb2pro.exe
DWRCS.exe BeSystemR oot lsystem32\DWRCS. exe

DWRCS.exe SawinDir 36 \SysWOWe4\DWRCS. exe

| Import | | Export |

Coomd 43 g 0S5 lAPPlicAtion cuwwd o 1) L 5,00 APPICALION s e 5 08 Sl |, Add (6 aiy 5

555 & ye0 Application cpl sy, » ldee axauS s Action
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["5 Scan exclusions for application

Path

Do not scan opened files

|:| Do not maonitor application activity

[] Do not inherit restrictions of the parent process (application)
[] Do not manitor child application activity

[] allow interaction with application interface

[] Do not scan netwark traffic

, Any s, Do not scan network trafic s o5 b asl (b kise CliENt ol slaxs 90 45 5,90,0

Aeles o)lg 1) s s sl easlS lP g os;1,SPACIfy 4w ;5 g 00,5 s IP addresses cos

File Antivirus

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O X
File Anti-Virus
General " | & File Anti-Virus [@
Event notification This component resides in RAM, scanning &ll opened, saved, and active files to ensure maximum
Endpoint control protection at all times.
Application Startup Control Security level [
Application Privilege Control Recommended |W|
Vulnerabilty Monitor L : gep:Eomrr?rlngodtee;h f:? most users |W|
Device Control
Web Control
Anti-Virus protection Action on threat detection [@
General Protection Settings (®) Select action automatically
He Antifins (O select action: Disinfect. Delete if disinfection fails
Mail Anti-Virus -~ -
Web Anti-Virus :
IM Anti-Virus
Firewall
Metwork Attack Blocker
System Watcher
Advanced Settings ¥
d

b ol LS 5L | llasly o 5lo @ L g ol iy (08 oy 30 41 b 8 0T oo sl o5 5k len
008 Jld e b Jled s e 9, 1, COmponent c,laslys . Enable File Anti-virus a3 s opsls

L 5,95 5 s 0975 ACHION a3 o g viS oo s |, COMpoNnent -l ol =l Security level cos
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S5z s g Gl 5l 093 Sldes plnil Gz (g (BT LT 45 S oo e |y oad g o ug s
Select action s au;5 (g9, ACHION (lats Lo lpiin. s b sy 00 ololids lo g pg b wgpg 51 0,95

3 1, Delete if disinfection fails 4 Disinfect sls a5 s 5 ol

oo S 1 009l e i3 gy o el oo 0391 6 51 comd s 4S5 90 4o 4z 3 ol il L :Disinfect

(ogry Bd>) WS

Dges dolyz STy LB S e pg 51 0gis sl Disinfect wllee 455,50 40 :Delete if disinfection fails

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows m} x
Sections Mail Anti-Virus

General " | [ Mail Anti-Virus @
Event notification This compenent scans incoming and outgeing messages for dangerous objects. The following protocols
Endpoint control are supported: POP3, SMTP, IMAP, MAPI, and NMNTP.
Application Startup Contral Security level M
Application Privilege Control Recommended |W|
Vulnerabity Monitor L gepl];nnf:nzrnodteeéhl.‘g? most users |ml
Device Control
Web Control
Anti-Virus protection Action on threat detection &
General Protection Settings (®) Select action automatically
File Anti-Virus O Select acton:
Mail Anti-Virus

Web Anti-Virus

IM Anti-Virus

Firewall

MNetwork Attack Blocker
System Watcher

Advanced Settings W
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Mail Anti-virus

Coomd 50 Wile o Bb atws clb> @ s o a8 g 0 I35 e Select action cJl> o |, ACtion 5 s cpl e

S CUSLOMIZE (b5Ls a0 L 1) Slewdass (6 o wuslys o 5 SELLING

SO 5l 6 nSal slp wisgd Lads (5 4 o )lg o Jaol ol o 4 00gll (glo b (5 SO el (Sae Jlie 5k o,
S0y Sl lpanle Jhel bo sl opl 55, |, oladais o, Attachment filter cs o oily o b g

g attachment filter «J o))y 09s o 5L a5 gl oy ;o ¢ dwsled SIS SELLING (6 43S

P& Mail Anti-Virus

- Attachment filter | Additional

() Disable filtering
@ Rename specified attachment types
() Delete specified attachment types

[ =asp
[ =.bat
[ =.bin
[ =.chm
[ *.da

[ =.cmd
|:| *.com
[ =cpl

] =di

[ =.doc

add Jeit X

D9 ood Jlos! b ool (59, Filtering z. « Disable filtering ¢ a5 Clsesl L

Attachment ol jos Lol céb o &0 ,0 « Rename specified attachment type ¢ a3 Gl b (pixon
SCI’Ipt 6‘)‘0 sto.)] a|)A.® w929 JuLQ @‘5 )é) ala d.s'b‘? 'ALJ ).u.a.: QS gy U"‘ ¢ WMJ 5O AW uL?w‘ LSLQ A gy L: S

(25l o5 1>l 4 0B o REname 51 e a5 col ¢
Al oo gl DElEte Silogil & jg0 4y il o plKin cols slo Wiguy b o AttaChmeNt salysy 45 550 o
delete |, LT abgs yo conad 51 ka3 0550 (sla wisms ol 3 Delete selected attachment types ¢ a5 ol b

48 www.iedco.ir (leDCo.) plilp! gyl C)lal Cilessd (H)wS G5yl



()IeDCO.

Kaspersky Security Center < pow g o

5 Mail Anti-Virus

|Genera] Attachment filter |nddjﬁmaj|

(") Disable filtering

@ Rename specified attachment types
() Delete specified attachment types

*.35p
* bat
* bin
*.chm
*da
*.cmd
=cpl
s |
* doc

oF Add &7 Edit ¥ Delete

Web Anti-virus

Trust sle URL olg 0 SEHING cond )0 g 0,135 oo BlOCK > o 1) ACtiON g4 5TWED (ol

S e aiged Billae 1) 993 a3 550

|87 Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O *
Web Anti-Virus
~
General Web Anti-Virus [&
Event notification This component scans inbound traffic on your computer,
Endpoint control Security level &
Application Startup Control —
Recommended | Settings... |
Application Privilege Control Ootimal protecti —
- Optimal protection
Vulnerability Moritor - - Recommended for most users |ﬂ|
Device Control
Web Control Action on threat detection &
Anti-Virus protection (®) Select action automatically
General Protection Settings (O Block download
File Anti-Virus O Allow download
Mail Anti-Virus
Web Anti-Virus
IM Anti-Virus
Firewall
Metwork Attack Blocker
System Watcher
Advanced Settings Y]
telo [ oc ] o || v |
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DS 35lg 1y 095 a5 0,00 URL aiges gillas g oygs Trusted URLS i s)lg aug SELINGS coond o g 501 1y

(% web Anti-Virus

m Trusted URLs

Web Anti-Virus does not scan web traffic from trusted web resources.

Do not scan web traffic from trusted URLs:

gk add &7 Edit ¥ Delete

Address | Address mask

[

Example: * kaspersky.com,*

IM Anti-Virus

ICQ, MSN, AIM, Mail.Ru lo MeSSenger « Ly, >9,5 5 99,9 sla il,s Component .
A e cbla> 1, Agent, IRC

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O x
IM Anti-Virus

web Contral " 1M Anti-Virus [@

Anti-Virus protection This component protects traffic for the following instant messengers: 1CQ, MSN, AIM (version 6.9, 1,16 or
earlier), Mail.Ru Agent, and IRC.

General Protection Settings

File Anti-Virus Protection scope &
Mail Anti-Virus (®) Incoming and outgaing messages

Web Anti-Virus O Incoming messages gnly

IM Anti-¥irus Scan methods &
Firewall Check iflinks are listed in the database of malicious URLs

Network Attack Blocker Check iflinks are listed in the database of phishing URLs

System Watcher Heuristic analysis for virus source code in message text

Advanced Settings '
Application Settings light scan medium scan deep scan
Protection Settings
Reports and Storages
KSN Settings
Interface

Policy profiles

Help oK | | Cancel | | Apply
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System Watcher
0] AL B join g g o] dAtADASE o a5 canslaags plp e ail WK cbla> S5 component
Slp 65 ey oMbl @aSs slo i J3lo e Application culs 0,5 9uil L Component -, <3l

sl oo 02l 5 Gree bli> Cgz wepg ST sl COmMponent L.

B " Properties: Kaspersky Endpeint Security 10 Service Pack 1 Maintenance Release 2 for Windows O >
syt wtche
~
Web Control System Watcher [@
Anti-Virus protection GGeneral Settings ﬁ
General Protection Settings Enable Exploit Prevention (i)
File Anti-Virus Log application activity for the BSS database
Mail Anti-Virus Do not monitor the activity of applications that have a digital signature
Web Ant-Virus
Rollback of malware actions [
IM Anti-Virus
oll back malware actions during disinfection
[~ Roll back mal tions during disinfecti
Firewall
Metwork Attack Blocker Proactive Defense &
System Watcher Use behavior stream signatures (BSS)
Advanced Settings On detecting malware activity:

Application Settings Select action automatically W

Protection Settings
Reports and Storages
KSM Settings
Interface

Folicy profiles
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Firewall

o s Firewall rules isw jo oas (asie cuilsd wlal 5 1) aSlss slo cudlaé oLy Component .|

S o yyiile ) ad le codled @S S gy 28,5 5 ol CpeimanaiS

8" Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows
Firewall
"

Web Control
Anti-Virus protection
General Protection Settings
File Anti-Virus
Mail Anti-Virus
Web Anti-Virus
IM Anti-Virus
Firewall
Metwork Attack Blocker
System Watcher
Advanced Settings
Application Settings
Protection Settings
Reports and Storages
K5M Settings
Interface

Policy profiles

O X
Firewall [&
Thiz component filters all network activity according to the specified rules.
Firewall rules @
| Tt | Configure rules for Application Privilege Control in the operating system.
| Settings... | Configure rules for network packets and data streams.

Available networks

| Settings... | Configure settings for network connections.

Help

Cancel

2

Available cwis o |15 plp anla o)y Security Center coai 5l aw 1) 095 4S5, wub Lods Cond ol 5o

Lo a8 g0, 5T Jlie olgie 40 ol alys 5L 5 0,0 A asSs (o5 L g 0851, Setting. Network

seles Jlog! 15 S0 4 ledlbl 50,5 o s sy sl 192.168.1.255 15 192.168.1.0

[& Metwork connection

Mame:
Statis:

IF address:

www.iedco.ir
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Network Attack Blocker

il SUylas 4l 6l g gly Col Kow 45 2yl g L3NS O e il e Les asis; cOmponent !
WS e cblas

B ' Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O x

Metwork Attack Blocker

Web Contral

Network Attack Blocker |[&

Kaspersky Endpoint Security 10 for Windows detects and defends your computer against network
activity and attacks that could be dangerous.

Metwork Attack Blocker settings [a
Add the attacking computer to the list of blocked computers for 60 = min.

Anti-Virus protection
General Protection Settings
File Anti-Virus
Mail Anti-Virus
Web Anti-Virus | Exdusions... Configure addresses of exclusions
IM Anti-Virus
Firewall
Network Attack Blocker
System Watcher
Advanced Settings
Application Settings
Protection Settings
Reports and Storages
KSM Settings
Interface

Policy profiles
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Application Setting

Allow management of ¢ a5 ;0,5 Jd b Jlis jsb @ il o gy (o8] Slowdais 4 by e Cond (ol

343 wapg ol Scan g Update sle Task Local & jge 4 a5 suans 1) (ISl ol 5,15 4 ol o group task

S S e |

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows

Web Control

Anti-Virus protection
General Protection Settings
File Anti-Virus
Mail Anti-Virus
Web Anti-Virus
IM Anti-Virus
Firewall
Metwork Attack Elocker
System Watcher
Advanced Settings
Application Settings
Protection Settings
Reports and Storages
KSM Settings
Interface

Policy profiles

E

Application Settings

[& - Self-Defense Settings
Enable Self-Defense
Disable external management of the system service

[& — Operating mode
Do niot start scheduled tasks while running on battery power
[] Concede resources to other applications
[ Allow local tasks to be displayed and managed {except custom scan)
[ allow management of aroup tasks
|:| Use Kaspersky Security Center as proxy server for activation
Enable dump writing
[ send dump and trace files to Kaspersky Lab for analysis

| Settings... | Address is defined automatically, port 80

Apply
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Reports and storages

A3l oo T il 0233 (5 05755 s (5] S U5 Slerkas 4 by e ey (o515 Ceed

B Properties: Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows O X
Reports and Storages
Web Control & =
& — Report parameters
Anti-Virus protection
P Store reports no longer than 30 = | day(s)
General Protection Settings
. Maximum file size: 1024 MB
File Anti-Virus &
@ — Quarantine and Backup
Mail Anti-Virus
Rescan Quarantine after update
Web Anti-Virus Store objects no longer than 30 = | day(s)
IM Anti-Virus [ Maximum storage size: 100 = | MB
Firewall [@ - Inform Administration Se
Network Attack Blocker About files in Quarantine
System Watcher About files in Backup
Advanced Settings About unprocessed files
Application Settings About vulnerabilities found
Protection Settings About installed devices
Reports and Storages [] about started applications
About file encryption errors
KSM Settings & Lo .
Interface B} ] i} o
Send the Databases out of date” notification if databases 312 day(e)
Policy profiles were not updated = ¥
Send the "Databaszes extremely out of date” notification it -
7
v databases were not updated |: - day(s)
Help
OK Cancel Apply
|
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KSN Setting

b SsSto DMl g5 51 a5 (o 90T (o0 910,52 450 Olez s 5o 1y T e Ggebes s 0l &35
o099 2lolid gl (6l Sy 4y Sl )l 05 oo ol KON sae 55 alS S (55, 21 sl oaits ol

Sgs oo 00l 8 >

roperties: Kaspersky Endpoint Securi ervice Pac aintenance Release 2 for Windows

AP rties: K End t 5 105 Pack 1 Maint Rel 2 for Wind O *
Web Control = KSN Settings

Anti-Virus protection Kaspersky Security Network (KSN) is a global service that provides instant response to threats and brings
| ) . together milions of users worldwide, When the application detects suspicious or unverified data on the

General Protection Settings computer of a KSM member, this information is instantly relayed to the Virus Lab.
File Anti-Virus I — KSN Settings
Mail Anti-virus Your parh’ci]:at’on in KSM will improve the chances of detecting new and sophisticated threats

and their sources, as well as targeted attacks,
Web Anti-virus

1 accept the K5N Statement and participation terms K5I Participation Statement

IM Anti-Virus
K5M service: Global KSN
Firewall )
Use KSM to scan and categorize files, Used by components:
Metwork Attack Blocker - Application Startup Contral - File Anti-Virus
System Watcher » Application Privilege Control . \“Igb Anp —\:-'|rus
» Scan Tasks = Mail Anti-Virus
Advanced Settings - System Watcher

Use K5N to check URLs. Used by components:

= Web Anti-Virus
Protection Settings = IM Anti-Virus

= Web Contral

Application Settings

Reports and Storages
KSN Settings [& - KSN Proxy Settings
Use KSM Proxy

[] Use KSN servers when KSM Proxy is not available

Interface

Puolicy profiles
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